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Multifactor authentication now required for LiteBlue

Cyber criminals continue to pose a threat to postal employees by creating
fake websites that closely resemble LiteBlue. As a reminder, you can
reduce the chances of going to a fake site by navigating directly to the
official USPS website at (spell aloud) W-W-W - “dot” - L-I-T-E-B-L-U-E

- “dot” -U-S-P-S- “dot” -G-O-V.

As an additional layer of protection, the organization is strengthening its
security measures by requiring multifactor authentication (MFA) for all
employees to gain access to LiteBlue after Jan.15.

Multifactor authentication is an identity verification method in which users
provide two or more confirmation factors to gain access to an online
account.

It is frequently used by banks and other institutions dealing with sensitive
personal information.

When employees log into LiteBlue, they will be required to reset their Self-
Service Profile (SSP) password, verify the last four digits of their Social
Security Number (SSN), and set up their multifactor authentication
preferences.

Once an employee’s setup is enabled, these ID confirmation factors will be
required each time he or she logs in.

For more information or to view support materials, go to the LiteBlue login
page and select “Multifactor Authentication.”

Click here for Instructions to Enroll and Sign In to LiteBlue with Multifactor
Authentication (MFA).

Click here for a flyer about MFA. To read on NRLCA.org, click visit:
http://www.nrlca.org/News/1500.


http://www.nrlca.org/Documents/WebContent/EditorDocuments/MFA%20user%20guide.pdf
http://www.nrlca.org/Documents/WebContent/EditorDocuments/FINAL_Multifactor%20Authentication%20Posters%20D4.pdf

